March 26, 2003

Dear Human Subjects Investigators:

As you are probably all aware, HIPAA, the Health Insurance Portability and Accountability Act of 1996 will become effective April 14, 2003.   If you have not already completed your HIPAA training, please do so.  Specific training regarding HIPAA and research is forthcoming from the University of California Office of the President.

The IRB is required to ensure compliance with HIPAA and must ascertain whether researchers are using or disclosing Protected Health Information (PHI) at LLNL.  As investigators of on-going studies, please read the information below.  The IRB will assist you in becoming HIPAA compliant if your study or studies are subject to HIPAA regulations. If your study involves the use and/or disclosure of PHI held at another UC campus or other covered entity, the IRB at that covered entity is responsible for ensuring compliance with HIPAA regulations. 

1.
What is the Impact of HIPAA/The Privacy Rule on Research?

The Rule requires covered entities to implement policies and procedures that provide for the privacy and security of personally-identifiable health information that arises in the course of providing health care.  This health information is called Protected Health Information (PHI).  HIPAA applies when PHI  is used (communicated inside of the covered entity), disclosed (communicated to another person or organization that is not part of the covered entity), or created by the covered entity (health care providers/researchers, etc).  With a few exceptions, the Privacy Rule allows covered entities to use or disclose PHI for treatment, payment and operations without the patient’s Authorization, but requires Authorization by the patient for most other activities.  Research is not considered to be treatment, payment or operations. The Privacy Rule specifies that research uses of PHI must be reviewed and approved either by a duly constituted Institutional Review Board (IRB) or by a Privacy Board. 

2.
What is a HIPAA covered entity ?

A covered entity is an organization that, by virtue of providing healthcare services and billing for them using electronic means, is subject to the provisions of HIPAA.  The University of California is a "hybrid covered entity" meaning that it provides healthcare services but also has other functions, such as education and research.  LLNL Health Services Department is a covered entity. 

3.
What is Protected Health Information (PHI)?

Protected Health Information is a type of individually-identifiable information that arises out of a healthcare service context.  The protections of the HIPAA Privacy Rule apply to PHI.  Not all individually identifiable information is PHI, however.  Specifically, in a research context, a study only uses, discloses or produces PHI if it is using medical records as a source of information, or is providing a healthcare service to the research participant.  

4.
Is my research subject to HIPAA?

If the research involves review of person-identifiable medical records, or is an intervention such as a test of a new diagnostic or therapeutic agent or device, then it is probably using or creating PHI and is subject to HIPAA Privacy Rule provisions.

   

To assist you in determining if HIPAA regulations apply to your study, please answer the following questions. 

1.
Is personally identifiable health information being obtained from the covered entity (a provider who bills health insurers, clearinghouse, or a health insurer)?  For instance, as part of your study, are you seeking access to medical record information from the LLNL Health Services Department?

2.
Will the study involve the provision of healthcare in a covered entity, such as the LLNL Health Services Department?

3.
If the study involves the provision of healthcare, will a health insurer or billing agency be contacted for billing or eligibility?

If you answered NO to all three questions, you are not subject to HIPAA.

If you answered YES to any of the questions above, you are subject to HIPAA and must complete one of the following by April 14, 2003. 

When in doubt, please contact the IRB Office (2-9782) and we will assist you in determining whether HIPAA applies. 

If HIPAA regulations do apply to your on-going study, you must do one of the following: 

1.
For On-going Studies with Informed Consent:

If you have an already IRB approved study with a consent form and you plan to enroll new subjects after April 14, 2003, (and it is not yet time for the annual renewal) you will need to complete Form A (attached), which is a one page HIPAA Compliant Authorization Form. A copy of Form A must be given to the subject along with the currently approved subject consent form. Please note: Form A does NOT need IRB review or approval. The IRB will require the appropriate HIPAA-compliant information to be incorporated in the consent form and will be reviewed at the annual renewal. 

Therefore, if all of your subjects were enrolled prior to April 14, 2003, you do not need a new consent form. But, if you plan to enroll any new subjects after April 14, 2003, you will need to complete Form A and provide that form with the currently approved consent form to your subjects. Again, Form A does not require IRB review or approval. Please remember to retain a copy in your files. 

2.
Exempt Studies Currently approved continuing Past April 14, 2003: 

If you have a currently approved Exempt study and will continue accruing data past April 14, 2003, please complete Form B  (attached) and submit this form to the IRB by April 8, 2003.

3.
On-going Studies that have received an IRB approved Waiver of Informed Consent 

Any study where the IRB waived the requirement for informed consent in accordance with the Common Rule may continue accruing subjects. These studies are grand fathered in by the Privacy Rule. The IRB will require HIPAA compliance information to be addressed at the annual renewal.
Please contact the IRB Office @ 2-9782 if you have questions. 

